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Day 1 — 26 March 2024 (Wednesday)

7:30 — 8:00

8:00 — 8:10
8:10 — 8:20
8:20 — 8:30
8:30 — 9:00
9:00 — 9:30
9:30 — 10:00

10:00 — 10:30

10:30 — 11:00
11:00 — 11:30
11:30 — 12:00

12:00- 13:00

13:00 — 13:45
13:45 — 14:15
14:15 — 14:45
14:45 — 15:30

15:30 — 15:45

15:45 — 16:15

Registration & Welcome Coffee
Official Opening of the Conference

Col. Dr Agata Malasifiska-Nagérny, Commandant-Rector of the Police Academy in Szczytno
Speeches by the Organizers

Polish Naval Academy, Foundation for Countering Cybercrime, Polish Platform for Homeland Security
Speech of the Honorary Patron

Lt. col. Michat Zugaj, Deputy Commander of the Central Cybercrime Bureau (CBZC)

Cybercrime in Poland

Lt. tukasz Pawetoszek, Head of the Criminal Intelligence Department, CBZC

New operational methods for mass data collection and evidentiary use of information
Pawet Opitek, Regional Prosecutor’s Office in Krakéw

Effectiveness of combating fraud in electronic communications

Sebastian Kondraszuk, CERT Polska, NASK PIB

Coffee Break & Group Photo
An introduction to media file structure for digital investigations
Tristan Oliver, Magnet Forensics

Elephantastic — OSINT Investigation Platform

Tancréde Josseaume, Elephantastic Software

Cellebrite Solutions in Action: Accelerating Justice by Technology

Jolanta Koztowska, Cellebrite

Lunch Break

WORKSHOP r. 40 WORKSHOP r. 247 WORKSHOP r. 202
Elephantastic OSINT Streamlining and collaborating | Cellebrite Accelerating Justice through
Investigation Platform your media analysis in Al and Automation
Tancréde Josseaume Elephantastic narcotics, CSAM and terrorism Ariel Karayev, Cellebrite
Software

investigations

Tristan Oliver, Magnet Forensics

Enhancing Cybercrime Investigations

Alex Cronin, University College Dublin (Centre for Cybersecurity and Cybercrime Investigation), EACTDA (Tools4LEAs Project)
Promoting Mental Health and Resilience in Digital Forensic Investigations and Policing

Paul Gullon-Scott, PPHS's external Expert, Spectrum Specialist Consultancy

PRESENTATION, Conference WORKSHOP r. 313 WORKSHOP r. 247
room Cybercrime Investigation Tools | Managing Mental Health Stressors in
Collecting digital evidence in the (LE Only) Digital Forensic Investigations and
Microsoft Cloud platform Alex Cronin & Mark Lysaght, Policing

UCD/EACTDA

Grzegorz Tworek, Microsoft Paul Gullon-Scott, Spectrum Specialist

Consultancy
Coffee Break

From Audio to Action: Al meets Lawful Interception

Bruno Fonseca, BAE Systems



16:15 — 16:45
16:45 — 17:15
17:15 — 17:45
19:30

The Importance of Digital Forensics and Capacity Building for Law Enforcement
Dr Georgina Louise Humphries, Dr Rune Nordvik, The Norwegian Police University College
Safe Internet — from Utopia to reality

Piotr Olewniczak, ENIGMA Systemy Ochrony Informag;ji

Targeting criminal use of cryptoassets: Threat, Risk & Opportunity

Insp. Mac McCullagh, Eastern Region Special Operations Unit (ERSOU)

Networking (Zacisze Restaurant, Krzysztofa Klenczona 4 St., 12-100 Szczytno)

Day 2 — 27 March 2025 (Thursday)

7:45 — 8:00

8:00 — 8:30
8:30 — 9:00
9:00 — 9:30
9:30 — 10:00

10:00 — 10:15

10:15 — 11:00
11:00 — 11:30
11:30 — 12:00
12:00 — 12:30

12:30 —-13:30

13:30 — 14:00
14:00 — 14:30
14:30 — 15:00
15:00 — 15:30
15:30 — 16:00

16:00 — 16:15

Welcome Coffee

HackingDept — An Advanced Educational Platform for Offensive Cybersecurity
Roman Gaszczak, ChangePro sp. 0.0. Mateusz Pstru$, HackingDept sp. z 0.0.

OGR — The ORB Network Based on TOR

Irek Parafjanczuk, Team Cymru

Investigations using artificial intelligence, and DIY fusion

David Pinto, Inteliate

Development of the BigData Analytical Tool

Lt. col. Dariusz Babisz, Head of Criminal Analysis Department, Intelligence and Criminal Information Bureau, National Police
Headquarters (KGP)

Coffee Break

WORKSHOP r. 247 WORKSHOP r. 202 WORKSHOP, Conference room
ORB Monitoring Investigations using artificial BeginnersPath Environment — A Simple
Kyle Kreci, Team Cymru intelligence, and DIY fusion Path from Basics to 'OSCP’
David Pinto. Inteliate Mateusz Pstru$, HackingDept sp. z o.0.

Investigations in the TOR Network with the Use of the Tool Dark Web Monitor

Kerstin Harpf, Office of the Public Prosecutur General in Bamberg - Bavarian Central Office for the Prosecution of Cybercrime
CSAE on the dark web — who is on the other side?

Katarzyna Staciwa, Polish Platform for Homeland Security

Criminal use of cryptoassets and its impact on the banking sector and payment services

Lt. col. dr Jacek Charatynowicz, Head of the Department for Combating Organized Economic Crime , Central Investigation Bureau of
Police (CBSP)

Lunch Time

Leveraging advanced tools for video and unstructured data analysis

Bartosz Sutek, IDEMIA

Digital Hawk Eye - digital vision on social media. OSINT in Law Enforcement

Sebastian Bfazkiewicz, It. Pawet Wesoty, Warsaw Metropolitan Police

eFirst 2.0 Educating Law Enforcement First Responders on Cyber Essentials

Cpt. Dr Pawet Olber, Police Academy in Szczytno, Lt. Robert Haratym CBZC

Building capacity in cybersecurity education

Dr hab. Grzegorz Krasnodgbski, Polish Naval Academy, cpt dr Bfazej Jewartowski, Police Academy in Szczytno
Combating online AV content theft: the victim’s role in effective proceedings

Piotr Wéjtéw, Stowarzyszenie Sygnat

Wrap-up & Closure



