CP4 CONFERENCE

CYBERCRIME.4 -
TECHNOLOGIES

24th-26th March 2026, Police Academy in Szczytno

Recognising, preventing & combating cyber-related crimes

v Library of the Police Academy in Szczytno, Wiadystaw Stasiak Auditorium, 3rd floor

| Day 1 — 24 March 2026 (Tuesday)

8:15-9:00 Registration & Welcome coffee
9:00 — 9:10 Official opening of the Conference
’ ’ Gen. Dr Agata Malasiriska-Nagérny, Command-Rector of the Police Academy in Szczytno
Speeches by the Organisers
9:10-9:15 Rashel Talukder, Polish Platform for Homeland Security
Marek Wierzbicki, Foundation for Countering Cybercrime
9:15 — 9:45 Speeches by the Organiser & Summary of the 7th edition of ICT Crime XXI (PTXXI.7)
’ ' Prof. Dr Eng. Jerzy Kosinski, Maritime Cybersecurity Center, Polish Naval Academy in Gdynia
9:45 — 1015 Opening speech of the Honorary Patron
’ ' Lt. Col. Robert Wojtasik, Deputy Commander of the Central Cybercrime Bureau
ac 0. Cybercrime in 2025
10:15 - 10:45 Lt. tukasz Pawetoszek, Central Cybercrime Bureau
10:45 -11:15 Coffee break & Group photo
11:15 — 11:45 Information threats to the nation and its citizens
’ ’ Prof. Dr Eng. Piotr Dela, Maritime Cybersecurity Center, Polish Naval Academy in Gdynia
1. Elephantastic Platform
11:45-12:15 Tancréde Josseaume, Elephantastic Software
Information security as a tool to counter cybercrime: OSINT capabilities
12:15-12:45 o
Anton Bidziura, YouControl
12:45 — 13:15 Lessons learned from deploying one-way hardware data diodes in Police & Security forces (online presentation)
’ ’ Gilles Loridon, Cyberium
13:15 - 14:15 Lunch break
Technological transformation of the Police: the role of new technologies, artificial intelligence, and data
14:15 - 14:45 analytics. Directions for development
Cpt. Stawomir Sobolewski, IT and Communication Bureau, National Police Headquarters
14:45 — 15:15 The illusion of cryptocurrency anonymity — how Law Enforcement identifies criminals
’ ’ Lt. Michat Marciniewicz, Central Cybercrime Bureau
llluminating the Dark Web: empowering investigations and uncovering online criminality
15:15-15:45 ) )
Juan Odriozola, Searchlight Cyber
15:45 - 16:00 Coffee break
Parallel workshop sessions — for Law Enforcement and public sector institutions only
CONFEREN»CE AUDITORIUM ROOM 202 ROOM 40
Workshop with simultaneous interpretation
Workshop Workshop Workshop
16:00 - 17:00 Dark Web Investigations: A Live Dual-use components for UAVs: Elephantastic Platform
Intelligence-Gathering Workshop | using OSINT to monitor export | Tancréde Josseaume, Elephantastic Software
Juan Odriozola, Searchlight Cyber flows from the EU to Russia
Anton Bidziura, YouControl
19:00 Networking (Zacisze Restaurant, Krzysztofa Klenczona 4 St., 12-100 Szczytno)

Day 2 — 25 March 2026 (Wednesday)

8:30-9:30 Welcome coffee

Artificial Intelligence as a tool for enhancing internal security

9:00-9:30 ) ; . - ) ) . . )
Col. Dr Eng. Michat Bukowski, Institute of Criminal Service, Faculty of Security and Legal Sciences, Police Academy in Szczytno



9:30 -10:00

10:00 -10:30
10:30-11:00
11:00-11:30
11:30-11:45

11:45-12:15

12:15-13:15
13:15-14:15
14:15 - 14:45
14:45 - 15:15
15:15-15:45
15:45 - 16:15
16:15

Security First in practice: deploying artificial intelligence in on-premises and air:
Karol Wrébel, ENIGMA SOI

Neo: comprehensive solution for cybercrime — Secure. Analyze. Collaborate.
Tomasz Zaborowski, NUIX

Mobile Forensic: accelerating access to digital evidence

Jean-Philippe GARCIN, REVEL.IO by Synacktiv

Charting the unknown: the frontier force playbook for cybercrime era policing
Matt Bishop, Microsoft

See more, respond faster: Cyber Threat Intelligence with Recorded Future
Tomasz Jarmut, Recorded Future

Coffee break

-gapped environments

Parallel workshop sessions — for Law Enforcement and public sector institutions only

ROOM 202 ROOM 247
Workshop Workshop
Security First in practice: deploying Cyber Threat Intelligence in
artificial intelligence in on-premises Operational Practice
and air-gapped environments Maciej Martinek, Recorded Future

Karol Wrébel, ENIGMA SOI
Lunch break

Can the Police be modern? Opportunities and challenges
Krzysztof Wiciak, Polska Polish Platform for Homeland Security Expert

ROOM 40

Workshop
NUIX Neo in practice — intelligent
analysis and full data control
Tomasz Zaborowski, NUIX

A modern approach to digital data analysis in criminal and economic investigations

Jens Gebhardt, Cellebrite

Investigating Bulletproof Hosting Services
Kyle Krejci, Team Cymru

Challenges in the cryptoassets market: risks and proposed mitigation measures

Lt. Col. Dr Jacek Charatynowicz, Department for Combating Organized Economic Crime, Central Investigation Bureau of Police

End of Day 2

Day 3 — 26 March 2026 (Thursday)

9:00-9:30
9:30-10:00
10:00-10:30
10:30-11:00
11:00-11:30
11:30-11:45
11:45-12:45

Welcome Coffee

Current challenges: the Comms and Violence-as-a-Service (Vaas)
Katarzyna Staciwa, State Commission for Counteracting Sexual Abuse of Minors under the Age of
Expert

15, Polish Platform for Homeland Security

Detection and monitoring technologies based on continuous advanced radio frequency analysis and their

application in identifying unmanned aerial systems and unauthorized signal so

“SAMPLE” project (funded by the NCBIiR programme)
Jacek Kosiec, Marcin Golinski, CreoTech Geo

urces, based on results from the

Detecting incitement to violence in social media using the BERT language model for threat prediction

Prof. Dr Janusz Hotyst, MSc Eng. Ignacy Czajkowski, Warsaw University of Technology
DDoS attacks in the context of international cooperation
Tomasz Boron, Polish Platform for Homeland Security Expert

Coffee break

Parallel workshop sessions — for Law Enforcement and public sector institutions only

CONFEREN‘CE AUDITORIUM ROOM 202
Workshop with simultaneous interpretation

Workshop Workshop
Investigating BPH with Pure Signal Detection and monitoring technologies
Scout based on continuous advanced radio
Kyle Krejci, Team Cymru frequency analysis and their application in
identifying unmanned aerial systems and
unauthorized signal sources
Jacek Kosiec, Marcin Golinski, CreoTech Geo

ROOM 247

Workshop
OSINT in practice — expert insights

and case experiences
Polish Platform for Homeland Security



Determinants of phishing vulnerability — an international context

Cpt. Dr Eng. Pawet Olber, Department of Forensic Science and Computer Forensics, Institute of Criminal Service, Faculty of Security and Le gal
13:00-13:30 Sciences, Police Academy in Szczytno

Dr. Rafat Ptocki, Deapartment of Crime Prevention and Road Traffic, Institute of Policing, Faculty of Security and Legal Sciences, Police
Academy in Szczytno

Building capacity in cybersecurity education

13:30 — 14:00 Prof. Dr Eng. Grzegorz Krasnodebski, Maritime Cybersecurity Center, Polish Naval Academy in Gdynia,

Cpt. Dr Eng. Monika Hejduk, Department of Forensic Science and Computer Forensics, Institute of Criminal Service, Faculty of Security and
Legal Sciences, Police Academy in Szczytno

14:00 Wrap up & Closure




