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EU-HYBNET in nutshell
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Project Objectives EU-HYBNET

1. To enrich the existing network countering hybrid threats and ensure long term sustainability

2. To define common requirements that can fill knowledge gaps, deal with performance needs,and enhance
capabilities of research, innovation and training endeavours concerning hybrid threats

3. To monitor developments in research and innovation activities as applied to hybrid threats

4. To indicate priorities for innovation uptake and standardization and to determine priorities for
standardization for empowering the Pan-European network to effectively counter hybrid threats

5. To establish conditions for enhanced interaction with practitioners, industry and academia for meaningful
dialogue and for increasing membership in the network

6. To foster capacity building and knowledge exchange on countering hybrid threats

7. To create a basis for establishing effective synergies with existing European, national and sub-national
networks of practitioners and other actors countering hybrid threats
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Approach used in EU-HYBNET - the Conceptual Model to characterise hybrid
threats
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Four Core Themes to Focus on Hybrid Threats in EU-HYBNET EUHYBNET

Future Trends of Hybrid Threats

Cyber and Future Technologies

Resilient Civilians, Local Level and National Administration Dislornary.
Cyber Dalitical

Information and Strategic Communication
Information Culture
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Intelligence Societal

Building resilience is the answer to this
complex security environment. Resilience
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Military/
Defence

Infrastructure P

Space
Administration

This project has received funding from the European Union’s Horizon 2020 research and innovation programme under grant agreement No. 883054



EU-HYBNET Network extension 2020 #
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EU-HYBNET Network members on October 2021 by country
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1. Nord University

2. Tromso Police District

1. NATO HQJOINT FORCE COMMAND
BRUNSSUM (JFCBS)

1. Ministry of Justice and Security in the
Netherlands
2. Faculty of Military Sciences

[ -
B2

1. NORSECON

2. Sectyne AB

3. Swedish Police Authority/ National Forensic

+
1. Finnish Border Guard

2. Ministry of the Interior Finland

3. Police University College

4. Geostrategic Intelligence Group (GIG) Ltd
5. Avoin Yhteiskunta ry

1. AIT Austrian Institute of Technology

Centre
s il
1. Institut de recherche stratégique de I'Ecole 1. Enea
militaire IRSEM (Institute for Strategic 2. Tecnoalimenti
Research) 3. CeSl - Centro Studi Internazionali
2. INSTITUT CHOISEUL 4. CRIMEDIM - NO-FEAR Project
3. Euclid Institute 5. Fondazione SAFE
4, SafeCluster
5. Systematic =
6. Expertsystem =
7. Ardanti 1. CERTH/ITI
8. Soprasteria
B

1. Cyber - and Information Domain Service
HQ
2. Fraunhofer-IVI

1. Ministry of Foreign and European Affairs,
Directorate of Defence
2. Luxoinnovation

1. CSIC - Spanish National Research Council,
Research group on Cryptology and

Information Security (GiCSI)

Friends of Europe

European Security and Defence College

(ESDC)

3. European Health Management
Association (EHMA)

4. Technology Vesalius College VZW

5. EFFECTUS -Entrepreneurial Studies -
University College

6. Beyond the Horizon ISSG

1
1.
2.

1. Baltic Centre for Media Excellence ———
1. Office of the National Security Council of-:-ﬁ
Georgia
2. The School of Social Sciences, University of
Georgia— UG
>
1. European Values Centre for Security Policy
1. Vilnius Institute for Policy Analysis L]
1. Presidium of Police Force [ ]
2. National Security Authority
3. GLOBSEC
1. Ministry of Foreign Affairs of Poland ==
2. Government Centre for Security
3. National Police Headquarters
4. Polish Association for National Security —
PTBN
5. Demagog Association
6. The Kosciuszko Institute Association
1. Enersec Technology [} |
2. Romanian Ministry of Economy,
Entrepreneurship and Tourism
3. Smartlink Communications
4. Mira Technologies Group SRL
1. Ukrainian Association of Scholars and .
Experts in Field of Criminal Intelligence
e
1. Bulgarian Defence Institute
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Policy Framework EU-HYBNET

* The Landscape of Hybrid Threats — A Conceptual Model

* EC Communication Joint Framework on countering hybrid threats —a European Union response (JOIN(2016) 18
final

 SWD(2019) 200 final: ‘Report on the implementation of the 2016 Joint Framework on countering hybrid threats
and the 2018 Joint Communication on increasing resilience and bolstering capabilities to address hybrid threats.

* Security Union Strategy with five hybrid threats related measures

* Mapping of measures related to enhancing resilience and countering hybrid threats

e Joint Communication on Tackling COVID-19 disinformation

* European Democracy Action Plan

* Full application of the Foreign Direct Investment Screening Directive

* Joint Communication - EU's Cybersecurity Strategy for the Digital Decade

* Proposal for a Directive on the resilience of critical entities (revision of the Critical Infrastructure Directive)

* Proposal for a revised Network and Information Systems Directive (NIS2)
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Dr. Paivi Mattila, EU-HYBNET Coordinator

Laurea University of Applied Science,
Finland

paivi.mattila@laurea.fi
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