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26th - 30th October
Online Meetings 10:00 – 13:00 CET

Event Overview
The Innovation – Law Enforcement Agencies’ Dialogue (i-LEAD) project organised
“i-LEAD Industry Days”. The series of 5 online meetings took place instead of the
physical meeting planned for 2020. Find out more about i-LEAD here.

Over 200 Registrants
Associated Partners
340+ Votes from LEAs

14 Live Presentations

The goal of Industry Days 2.0 was to build on the experience and lessons learned
from 2019. During the event, technology companies presented their solutions to
LEAs, aiming at the ‘Gaps & Needs’ elicited during i-LEAD workshops. This is a
publically available version of the full report dedicated to the LEA community. If
you represent an LEA, please contact steven.ormston@ppbw.pl for the LEA version.

Focus Areas






Drug Crime
Financial Investigations & Crypto Currencies
Public Order
Crime Scene Recording & Documentation
Digital Forensics
This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Executive Summary
The Innovation – Law Enforcement Agencies’ Dialogue (i-LEAD) project, consists of a network of
police forces and related specialists, funded by the European Commission under the Horizon 2020
Programme. It belongs to a group of Coordination and Support Action projects.
i-LEAD organised “i-LEAD Industry Days” to help obtain results of the technologies and innovative
products available to Law Enforcement Agencies. During the event, technologies and innovative
solutions related to the scope and objectives of i-LEAD were presented by industry representatives
and specialists.
The event was hosted in association with the Europol Innovation Lab. The Lab was created
following the JHA Council’s support for an initiative within Europol to monitor new technological
developments and drive innovation.
The purpose of this report is to summarise the rationale behind the event, the methodologies used
in its organisation, the key lessons learned and finally, the next steps that will be taken by i-LEAD to
build on the initiative.

Event Rationale
i-LEAD’s Industry Day 2.0 was an event dedicated to LEAs and Industry - striving to forge mutually
beneficial relations between industry experts and law enforcement specialists. Moreover, the yearly
Industry Days are an attempt to bring together critical members of the security ecosystem that can
spearhead new approaches to the complex security issues faced across Europe.
As Europol’s Innovation Lab has a mandate from the JHA Council to enhance innovation and make
use of existing structures, they were perfectly suited to support Industry Days. Background on the
Innovation Lab mandate can be found here.
The event was created to support the output of the Practitioner Workshop Report (PWR) from
2019; plus the outputs of the Crime Scene Recording workshop at the start of 2020. The PWR
identified numerous gaps and opportunities for improvements in the technology used by Law
Enforcement.
Although the crime areas differ in practicality, many of the technologies that could help support
Law Enforcement and improve the fight against criminals are cross-sectional. Moreover, due to the
demand for innovative solutions, technologies that offer wider coverage and that can integrate with
existing systems are very attractive.
Artificial Intelligence and Machine Learning solutions that supplement other technologies or can
integrate with other solutions are a key focus area in 2020. The Technology Gaps and Needs
covering the Crime Areas, regularly mention these requirements.
Work package 3 (WP3) of the i-LEAD project is dedicated to monitoring research and innovation
connceted to security-related technology solutions. This group was responsible for the work
involved in organising and preparing Industry Days. The Polish Platform for Homeland Security led
activities, hosting and disseminating the event. Initially, the idea was to hold a physical meeting in
The Hague, The Netherlands, in association with the Hague Security Delta. Due to the COVID
pandemic, the event switched to an online meeting.
This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Event Methodology
The original idea for the event was to follow the methodology used in 2019, when practitioners
from the i-LEAD consortium assessed the applications submitted by technology providers. The
leading companies were then invited to present in Helsinki. However, with the event running
online, the team wanted to ensure the presentations were engaging and delivered exactly what the
LEAs wanted. Therefore, the application process was extended and altered - allowing companies to
submit videos to a secure site, which were then voted on by LEAs. In total, 341 votes were cast. To
provide multiple opportunities for vendors, companies were allowed to submit applications across
the 5 event domains, but could only present in one category during the live session.
With the event moving online, access to the videos and the live presentations was restricted to
the LEA community and the i-LEAD project team.

Timeline

It is worth highlighting that the initial concept and event planning started in Spring 2020, when the
team was planning for a physical event. i-LEAD would like to extend gratitude to the Hague Security
Delta for preliminary planning efforts, i-LEAD would like to consider another physical meeting in The
Hague in future.
With the event moving online, the planning and logistic efforts were concluded with i-LEAD and
other associated partner, Europol Innovation Lab.
Numerous applications were received from technology companies throughout Europe, one in the
United States and another from Canada. i-LEAD also thanks the companies that initially applied, but
were not able to participate in the second application round – your original efforts were much
appreciated.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Technology Presenters
From the applications received, 15 technology companies were selected and invited to present
during the live sessions.

*

With the event spanning 5 days, the team decided upon a tight schedule to maximise the value for
the LEAs connecting to the sessions. The breaks between presentations were limited and the
activity time was maximised.
A repetitive schedule was used each day.

*Unfortunately, this company did not present – they were unable to make the designated slot.
This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Event Summary
Monday – Drug Crime
Introduction by the Spanish National Police – the i-LEAD Practitioner
Group lead for Cross Border Crime. This introduction highlighted the
need for new technologies and synergies that can bolster the efforts
of LEAs to crackdown on the transportation of drugs.
Europol’s innovation Lab, provided a short presentation highlighting
the work of the team and familiar challenges: innovation occurs in
silos; lack of coordination; duplication of work; limited leverage of
emerging technologies for workforces. The Lab also gave
information about ongoing technology projects and policy projects.
WEB-IQ presented a demo of narcotics in the dark web, using the
Voyager application to complete the investigation. They explained
that the Darknet is getting fragmented - less easy to analyse. For
example, getting GPS positions from picture data. WEB-IQ is eager to
co-operate and they provide trials free of charge. The WEB-IQ
platform is also very proficient at tackling online child sexual
exploitation and other crimes committed through the dark web.
EVERIS used a dedicated scenario created especially for the event,
and the majority of the session was dedicated to the demo. All the
investigative material was uploaded to a central point, where the
team used VIDEOMA INTSIT software to bring all aspects together.
This software is highly interoperable and integrates different
surveillance sources and technologies (Long range fixed cams, UAVs
& IMSI catcher, Interception and Short range cameras, etc.).
Integration to third party software possible (e.g. face recognition and
dark web analysing tools.

Videmo is an innovative company in
the field of automatic video analysis.
Over the years this company has
grown to become one of the leading
providers of facial recognition
solutions in the security space.

Steven Ormston – PPHS (Host)

Spanish National Police

EUROPOL Innovation Lab

WEB-IQ

Everis

Videmo

Web-IQ was founded in 2011 after
we encountered images of child
sexual abuse during a routine crawl
of the Web. Since then, the
company became determined to
invest our expertise and technology
in the fight against child abuse and
other high impact crimes.

everis is an NTT DATA Company,
dedicated to consulting and
outsourcing in all sectors, with a
turnover of EUR 1.45 billion in the
last financial year. The company
associates 27,000 professionals
across Europe, USA and Latin
America..
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Event Summary
Monday – Drug Crime
VIDEMO presented a mature application for face recognition,
forensic search and live analysis. There was an engaging discussion
about the quality and source of video material and what is the
human impact to the final result. The solution showed how it
possible to speed up the analysis of lots of footage and recordings,
and how alerts can be used to trigger events of interest to the
operative.
The day concluded with a group discussion. Each presentation was
recognised for their useful features – many of which were
complementary to the current systems in operation. A common
factor among the presentations was the integration of data from
different sources – a requirement that has been raised many times
during recent workshops.

Steven Ormston – PPHS (Host)

Spanish National Police

EUROPOL Innovation Lab

WEB-IQ

Everis

Videmo

Web-IQ was founded in 2011 after
we encountered images of child
sexual abuse during a routine crawl
of the Web. Since then, the
company became determined to
invest our expertise and technology
in the fight against child abuse and
other high impact crimes.

Videmo is an innovative company in
the field of automatic video analysis.
Over the years this company has
grown to become one of the leading
providers of facial recognition
solutions in the security space.

everis is an NTT DATA Company,
dedicated to consulting and
outsourcing in all sectors, with a
turnover of EUR 1.45 billion in the
last financial year. The company
associates 27,000 professionals
across Europe, USA and Latin
America..
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Event Summary
Tuesday – Financial Investments & Crypto Currencies
A short welcome from the i-LEAD coordinator, before the
Netherlands Police summarised the three most crucial gaps and
needs: 1. More information from service providers 2. A common
platform to share information 3. Skills for cyber and financial
investigation. NPN also closed the session and pointed out that there
are not enough investigators for the amount of work.

Steven Ormston – PPHS (Host)

Netherlands Police NPN

EUROPOL Innovation Lab

Europol Innovation Lab: The session described what Europol EC3
provides in terms of both operational and strategic support.
Particularly relevant is the EPE (Europol Platform for Experts), a
website with 2,000 LE cryptocurrency investigators that all LE
participants are welcomed to join to access:
Cryptocurrency Guide
Contact list on partners from the industry
CRYPTOPOL – educational cryptocurrency-tracing game
Address book and other relevant material

DataWalk

DATAWALK: A company of software developers focused on a holistic
approach to the topic. Company can create Proof of Concepts, LEAs
welcome to contact for further information.

HackingDept

The presentation included:
• Introduction to Cryptocurrency investigation
• Demonstration of the software with four approaches:
• Cluster addresses likely controlled by same entity
• Aggregate and visualise transactions and money flows
+automation
• Provide database of clusters believed to be associated
with know entities
• Provide access to the internet and darkness to find digital
fingerprints related with addresses

HackingDept provides a cyber
range - a virtual environment
where a real-life company is
simulated and can be attacked and
compromised
in
numerous
different ways. The Platform is
developed by members of two elite
Polish CTF groups: Dragon Sector
(winner of World classification
CTFtime in 2018 and 2019) and p4
(3rd place in CTFtime season 2018
and 4th in 2019).

SIREN

DataWalk SA is a Poland-based
high-tech company focused on the
development and sale of enterpriseclass commercial off-the-shelf IT
products (COTS) in the link-based
analytics area for law enforcement,
intelligence,
and
insurance.
www.datawalk.com

Siren
provides
the
leading
Investigative Intelligence platform
to some of the world’s largest and
most
complex
intelligence
organizations. Rooted in academic
R&D in information retrieval,
distributed
computing,
and
knowledge representation, the Siren
platform combines the capabilities
of search, business intelligence, link
analysis, and big data operational
logging and alerting.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Event Summary
Tuesday – Financial Investments & Crypto Currencies
SIREN presentation and demo:
• Investigate intelligence platform for Law Enforcement &
Intelligence, Financial Crime and Cyber Security Thread Hunting
• Five use cases presented:
• Open Source Intelligence
• Covid-19 Contact Training
• Employee Vendor Fraud Ring - Financial Services
• Cyber Threat Intelligence
The presentation showed a comprehensive big data analysing tool
with the possibility to combine various sources. During the
discussion, the need for closer connection with LEAs was discussed complex software required adequate training provisions for officers.

Steven Ormston – PPHS (Host)

Netherlands Police NPN

EUROPOL Innovation Lab

DataWalk

SIREN
HACKING DEPT:
Demo included:
• Offensive IT security and digital forensic training platform with
flexible simulation possibilities
• Three categories of educational scenarios: Presentations (highlevel security awareness shows), trainings (low-level - very
technical) and exercises (practice newly obtained knowledge)
• Demonstration showed a simulation of networks and attackers
e.g.:
• Attack from an outside organization
• Attack from an inside organisation
• Malware lab
Lots of different scenarios (cases) for varying skill levels. Possibility to
roll out scored tests and certifications. Research on-demand and
preparation of tailored training scenarios is offered as well.
Practitioners welcome to get in touch if they have specific use cases.

HackingDept provides a cyber
range - a virtual environment
where a real-life company is
simulated and can be attacked and
compromised
in
numerous
different ways. The Platform is
developed by members of two elite
Polish CTF groups: Dragon Sector
(winner of World classification
CTFtime in 2018 and 2019) and p4
(3rd place in CTFtime season 2018
and 4th in 2019).

HackingDept

DataWalk SA is a Poland-based
high-tech company focused on the
development and sale of enterpriseclass commercial off-the-shelf IT
products (COTS) in the link-based
analytics area for law enforcement,
intelligence, and insurance.

Siren
provides
the
leading
Investigative Intelligence platform
to some of the world’s largest and
most
complex
intelligence
organizations. Rooted in academic
R&D in information retrieval,
distributed
computing,
and
knowledge representation, the Siren
platform combines the capabilities
of search, business intelligence, link
analysis, and big data operational
logging and alerting.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685

10

C ontents
Event Summary
Wednesday – Public Order
The i-LEAD Coordinator - pointed out that the topic is slightly
different from the other technical domains. However, crimes often
start from the street and technology is also important in front line
policing.
UK Home Office - Front Line Policing Practitioner Group and Work
Package two lead – introduced and summarised the main
requirements:
• Public order is not only hardware – information plays an important
role
• The challenge is how to deal with all available technical tools
• Communications and 5G is offering huge opportunities
• More technology than tactics!
Europol Innovation Lab discussed drones and their threats and
advantages from a law enforcement perspective. Counter drone
actions needed.
• LEAs must define their real business needs and focus on them
• Stronger dialogue needed in between the users and the industry
• It is up to LEAs to do their due diligence
• Comment from Home Office: Tactics vary - more software
approach in managing the field operations
• Discussing also E-learning and its possibilities - CEPOL

Steven Ormston – PPHS (Host)

UK Home Office

EUROPOL Innovation Lab

First Responder Tech – No Show

NSION

MC2 Technologies

NSION - Software family for drone management and video data
analysis, which allows true real-time vision to the field operations
Case examples:
• Trump - Putin summit in Helsinki 2018
• Fire - Identify human figures and report crowd density
• Group video service
• Situational awareness – command & control Product:
• Platform allows integration from different camera sources
(drone, video, car, mobile phone…)
•Integration to national command & control system
•Web app, Mobile client, Drone software & Analytic platform for
identifying targets also real-time integration of users data models
•Works in any network (2G-5G, WiFi, SatCom) Live demo was
presented with multiple video sources - also PTT function for voice
communication was used.

The mission of the First Responder
Technologies is to develop groundbreaking technologies to prevent,
and safely defuse, public attacks
involving concealed weapons. The
company is backed by a seasoned
leadership team with decades of
experience in law enforcement,
product commercialization, finance,
and security.

MC2 Technologies was born in 2004 when a doctor and his PhD
decided to combine their knowledge in the service of security.
The company was able to grow for three years within the IEMN
incubator. In the early years, the company focused on
microwave research and development, and became a leader in
the radio frequency field.

NSION is a significant technology
innovator in the growing sector of
government-related high-security
video and data management
market.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Event Summary
Wednesday – Public Order

Steven Ormston – PPHS (Host)

MC2 TECHNOLOGIES presented products for UAV Jamming and Body
Scanning. The UAV market is growing rapidly, and the equipment is
easily modified in wrong hands. Several attack cases recorded – also
there are possibilities to use drones in swarms is a risk.

UK Home Office

NEROD - portable UAV jamming solution:
• Looks like rifle - easy to point the target
• Jamming 3 to 7 frequencies
• Working also on frequency hopping
Monobloc solution MAJES fixed solution:
• Jamming of one UAV or a swarm
• Jamming on 3 frequency bands (Standard configuration,
more can be added if required by customer)
• Transportable - fast deployment
• Different antennas e.g. Omnidirectional for bubble or
directional and sectorial antennas.

EUROPOL Innovation Lab

First Responder Tech – No Show

NSION

MC2 Technologies

Live discussion about the effects of jamming MM-Imager - Body
scanner:
• Can detect powder, liquid, ceramics, metal, cash, colloid
• Max scanning about 900 people/hour
• Scanner can save Human Resources
Conclusion: Live discussion about how do we use the technology we
have seen - what are the opinions about the value of information?
Are the users ready to adopt all this? “Police forces are bombarded
with technology… It is not just about the technology”. Fruitful
dialogue on how to handle the resistance to change. Helpful input
from UK Police about West Yorkshire mobile application and its
benefits. Also examples of resistance to change and how to handle it.
First Responder Tech – Did not present.

MC2 Technologies was born in 2004 when a doctor and his PhD
decided to combine their knowledge in the service of security.
The company was able to grow for three years within the IEMN
incubator. In the early years, the company focused on
microwave research and development, and became a leader in
the radio frequency field.

The mission of the First Responder
Technologies is to develop groundbreaking technologies to prevent,
and safely defuse, public attacks
involving concealed weapons. The
company is backed by a seasoned
leadership team with decades of
experience in law enforcement,
product commercialization, finance,
and security.

NSION is a significant technology
innovator in the growing sector of
government-related high-security
video and data management
market.
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Event Summary
Thursday – Crime Scene Recording
Opening greeting from i-LEAD coordinator – “the main focus is to
bring practitioners and industry together and discuss about
requirements – what can be done, and how”. The coordinator was
very pleased to see associated partners participate in the previous
meetings.
NICC Belgium: reflected on the primary workshop recommendations:
1. New (3D) documenting equipment require the storage and
exchange of massive amounts of data. This needs not only enough
storage capacity but also common platforms for secure storage.
2. Dedicated tools for data notation and storage are coming to
market (e.g. dedicated tablet applications)
3. Training is vital for the efficient use of new technology coming into
the market. NICC also highlighted the importance of exchanging
information between police organisations; and how a common
sharing platform is needed.
Steven delivered points from the Europol Innovation Lab.
• i-LEAD’s goals are very similar to those of Europol; especially the
study and adoption of new technology
• The target is to link partners to innovation projects - analysing the
user requirements, obstacles and provide access to the new
technology.

Steven Ormston – PPHS (Host)

NICC Belgium
Europol Innovation Lab: Not
Present
Foster+Freeman

MILVUM

CGI

FOSTER+FREEMAN presented an integrated forensic digital camera
solution which can detect and examine:
•
•
•
•

Body fluids
Blood under IR
Contaminates
Fingerprints

• Gun Shot Residues (GSR)
• Footwear Marks
• Trace Evidence
• Suspect Fibres, including Tooth and Bone

The device is fully cleanable with use of decontamination fluids. The
device can be used on a crime scene and in the lab, and it can be
connected to other F+F devices. Technically the device is an
integrated solution of DSLR camera, different light sources and
filters. Also, the captured images can be sent directly from the crime
scene to the laboratory using the mobile network.

CGI is a global business with 78,000
professionals in hundreds of locations
across the Americas, Asia-Pacific and Europe
who provide end-to-end IT and business
process services that facilitate the ongoing
evolution of our clients’ businesses.

Foster+Freeman is a company
focused on innovations in forensic
science and document examination.
The company has developed
solutions in the area e.g. questioned
documents, forensic light sources,
fingerprint examination and trace
evidence analysis.

Milvum is a full service digital
transformation company that, in the
last 10 years, has helped
corporations
and
government
agencies in digital transformation
projects.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Event Summary
Thursday – Crime Scene Recording
The presentation highlighted that the solution was developed very
closely with end-users (crime and forensic investigators). Company is
willing to participate and arrange devices on field tests. More info is
available on company web site where there is a series of webinars
available.
MILVUM - presented a lightweight, cost-effective secure tablet
device with audio capturing and storage for use at the field and
crime scenes. Also, this application was developed with intense cooperation with the users. The application is used by Dutch Police every police officer has the application on her/his mobile phone. In
the future, the application will be enhanced e.g. record 360° video
and text translation. After the demo, there was a lively exchange on
the features and the usage. Once more, the topic of ‘change
resistance’ was central to the discussion.
Milvum provided a succinct overview of their recommended
approach:
• Start small
•
• Gain top level agreement •
• Product must be simple •
to use

Show value
Clear project approach with
milestones
Challenge is to tackle the change of
the process - value to that!

CGI SECURE Tracking Services provided an interesting introduction
to Global Navigation Satellite Systems (GNSS), but the focus was
phishing of GPS signals and the Galileo Public Regulated Signal (PRS),
which is a service for authorised governmental users. PRS signal is
protected, and ‘spoofing’ the signal is not possible as the
communication is encrypted. The dependencies on the positioning
are very high. Moreover, the vulnerabilities and risks grow all the
time. Spoofing means that open signals like GPS can be disturbed so
that the position differs from the real position without noticing.
CGI demonstrated a spoofing simulation where the GPS signal was
spoofed so that it moved along a highway – even though device was
not moving. CGI provides consultations and field trials and welcomes
contact.

CGI is a global business with 78,000
professionals in hundreds of locations
across the Americas, Asia-Pacific and Europe
who provide end-to-end IT and business
process services that facilitate the ongoing
evolution of our clients’ businesses.

Steven Ormston – PPHS (Host)

NICC Belgium
Europol Innovation Lab: Not
Present
Foster+Freeman

MILVUM

CGI

Foster+Freeman is a company
focused on innovations in forensic
science and document examination.
The company has developed
solutions in the area e.g. questioned
documents, forensic light sources,
fingerprint examination and trace
evidence analysis.

Milvum is a full service digital
transformation company that, in the
last 10 years, has helped
corporations
and
government
agencies in digital transformation
projects.
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Event Summary
Thursday – Crime Scene Recording

Steven Ormston – PPHS (Host)

During the final discussion, many technical details were covered.
Chips and real-time receivers are available via national coordinators.
CGI is also following the changing regulations. An important topic is
legislation - how to handle the vulnerabilities in society? For more
info, contact CGI directly.

NICC Belgium
Europol Innovation Lab: Not
Present
Foster+Freeman

MILVUM

CGI

Foster+Freeman is a company
focused on innovations in forensic
science and document examination.
The company has developed
solutions in the area e.g. questioned
documents, forensic light sources,
fingerprint examination and trace
evidence analysis.

CGI is a global business with 78,000
professionals in hundreds of locations
across the Americas, Asia-Pacific and Europe
who provide end-to-end IT and business
process services that facilitate the ongoing
evolution of our clients’ businesses.

Milvum is a full service digital
transformation company that, in the
last 10 years, has helped
corporations
and
government
agencies in digital transformation
projects.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
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Event Summary
Friday – Digital Forensics
During the final session, NICC Belgium opened the day; referring to
the Lisbon workshop, the results and prioritised gaps. The main
challenges include:
• Struggling with increasing amounts of data and file formats
• Classification problem
• Problems limiting the quality of the investigation
Technology gaps are:
• Password cracking and encryption recovery
• Merging results from different sources
• Performance and reliability of the digital forensic tools
• Sharing best practices
• Structured education program
Europol’s forensic lab:
• Same problems and targets that i-Lead has. For co-operation Register on European Platform for Experts
• Europol can offer login services and tools for helping in decryption
• Building new decryption platform – will be even more powerful!
• Also high-level Encryption services offered
• If you need assistance, contact your National Europol Office!
• Also, Europol is currently working on R&D for vehicle forensics:
• Data Extraction from the vehicles - tool for US market
vehicles
• Developing tool for other than US market vehicles
MSAB presented and demonstrated the RAVEN product range,
which is a portable mobile phone and drone analysing tool with
integrated features. Analysis can be done in field conditions and
covertly if needed. Applications (functions):
• SIMEX, which extracts and analyses SIM card data
• FlasEX, flash memory reader, from different flash memory sources
• DronEX, extracting drones’ flight logs, videos, images,
geolocations on the map
• MobEX, extracting android device contacts, messages, etc. Holder
approval can be recorded by using Bluetooth

Meld een Vermoeden is a company that has
developed
Data
Sharing
platform
against Organised Crime. The company is
based in The Hague, the Netherlands.

Steven Ormston – PPHS (Host)

NICC Belgium
Europol Innovation Lab
(Forensics)
MSAB

T3K

Meld een Vermoeden

MSAB is the global leader in forensic
technology for mobile device
examination, with offices in Europe
and in the USA, as well as a network
of distributors across the globe. The
company has been involved with
mobile communications since 1984
and now has a singular focus on the
forensic recovery of data from
mobile devices.

T3K-Forensics (T3K) is an Austrian
based,
Business-to-Government
focused technology company that
specializes in forensic services and
software development. From 2015
T3K
focused
on
developing
customized analytic solutions for
law enforcement, immigration
authorities and other governmental
agencies.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685
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Event Summary
Friday – Digital Forensics

Steven Ormston – PPHS (Host)

• Odin, generating reports from extractions done through the
above tools, possibility to use watchlists (e.g. name, phone
number, location….)

NICC Belgium

In depth discussion of features followed, e.g. how users’ needs were
captured. MSAB welcomes feedback from the LEAs.
T3K described a sophisticated multifunctional Law Enforcement
Analytical platform. The company is acting as certified witnesses for
the Austrian courts and delivers mobile forensic training courses
from beginner to expert level. The software combines forensic
expertise with embedded artificial intelligence on forensic
workflows.
The presentation focused on the LEAP product – an automated tool
allowing the user to perform a quick analysis of mobile devices and
other media sources for relevant digital evidence.
Use cases e.g.:
• Child sexual abuse
• Human Trafficking, border control
with identification of travel routes

• Identity Verification
• Terror screening

• Drug abuse/illegal goods
• Customized Classes

• Organised Crime

Overview of features:
• Prioritize cases and devices
• Faster decision making in critical
faster
situations
• Integrating with existing
• Analysis of Mobile Extractions
workflows, extraction toolkits
(3rd party tool required for initial
and analysis platforms
extraction)
• Media data - Image, Video,
• Custom object classes and
Audio (Supporting Photo DNA)
analysis profiles
• Web based interface
• Automated reporting
The session finished discussing the speed of the analysis compared to
conventional and separate software products – T3K favours well.
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T3K
focused
on
developing
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authorities and other governmental
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C ontents
Event Summary
Friday – Digital Forensics
MeV presented an interesting, and novel, approach to share
investigation-related data on a platform administrated by the Dutch
municipality of the Hague. The solution aims to fight against
organised crime, linking different actors, including the police – who
were involved in product development. The idea is that municipal
actors, public servants, police, and also citizens, can enter
information of incidents to the system. The system includes an
artificial intelligence layer; where algorithms prioritise and classify
data. Currently, there is a lack of data to train the machine learning
programme. The innovation is a new approach for collaboration with
LEAs, municipal actors and citizens.
There was much discussion around the concept as this is an
innovative solution. The model suits well to the Netherlands
administrative structure, it is yet to be tested elsewhere.
Conclusion: The group reviewed the possibility of having a common
data format for exchanging the results with other LEAs and systems.
T3K agreed and wants to have a solution that works – “it is upon
industry to decide”. One point that was raised referred to the CASE
Ontology approach that looks promising.
General feedback of the week was highly positive. Europol’s
Innovation Lab was happy to join, and is hoping for further cooperation with i-LEAD.
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C ontents
Conclusions & Next Steps
Considering Industry Day changed from a physical meeting to a series of online sessions, the overall
result was very pleasing. The highlights of the event were the high number of participants that
registered and actively took part in the sessions; plus, the engagement with the videos and
presentations submitted before the live meeting. Moreover, striking new relations with The Hague
Security Delta and Europol’s Innovation Lab was extremely pleasing, and we look forward to fruitful
cooperation in the coming months.
The modest amount of feedback received following the event was positive, and the team learned
several pivotal lessons about hosting the event online that can help for future meetings. Special
thank you to the Finnish Police for capturing the details from each session - the contribution was
influential on preparing a report with detailed points for each day.
Also thank you to the Polish Platform or Homeland Security for organising, hosting and running the
online sessions each day.
Finally, thank you to everyone who took part and supported the event in some way. The next session
for the i-LEAD project will be the Research Day planned for Q1 2021. The goal of the Research Day is
to stimulate a dialogue around cutting edge concepts and solutions that could address the known
gaps and needs gathered through the i-LEAD workshops.

This project has received funding from the European Union’s Horizon 2020 - Research and Innovation
Framework Programme, H2020-SEC-2016-2017-1, under grant agreement no 740685

19

2020 Report
Innovation - Law Enforcement Agencies’ Dialogue

Twitter

LinkedIn

Web

www.i-lead.eu

i-LEAD is funded by the European Union's Horizon 2020 - Research and Innovation Framework Programme, under grant agreement
no 740685

