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Focus: Knowledge!
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Early-Warning / Early-Action led policing
• Technology, training, knowledge
• Firearm trafficking, CaaS/DaaC

Technologies for prevention, 
investigation, and mitigation of FCT
• Usage of new technology by 

criminals

Gap: between analysis levels

Fighting crime: 
Model & Pattern

Extraction

Fighting criminal:
Model & Pattern

Usage

Context
Knowledge

Event
knowledge

Strategic analysists
Investigative / cases 

analysists
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Early-Warning / Early-Action led policing
• Technology, training, knowledge
• Firearm trafficking, CaaS/DaaC

Technologies for prevention, 
investigation, and mitigation of FCT
• Usage of new technology by 

criminals

Objective 1: Using EW/EA methodology

Fighting crime: 
Model & Pattern

Extraction

Fighting criminal:
Model & Pattern

Usage

Context
Knowledge

Event
knowledge

Strategic analysists Investigative / cases 
analysists
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Objective 2: Toolkit for EW/EA

Objective 2: Toolkit: Collect, Extract, store, 

query, analyze, discover,  assess, predict
Focus: Techniques enabling injection of knowledge
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Toolkit

Objective 3&4: Usability & Transfer

Objective 3: Responsible and efficient use 

Objective 4: Evaluate, Train, Transfer

share securely

respect ethics and privacy

use efficiently

Tech

Checks

Secure Test Platform Training
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Innovation Focus: Expert & Knowledge centered

Capabilities and techniques
• “Expert in the loop” automation

• Expert knowledge injection: Hybrid Machine Learning (Knowledge constrained)

‐ Minimal data, lots of knowledge

Innovative use in COPKIT:
• “Analyst-in-the-loop” dark-web collection tool

• Knowledge- specialized information extraction   

• Knowledge representation and management

• Knowledge constrained assessment and forecasting

• Sharing with adaptive security and privacy

AI/ML

Insights

Analysts Domain
Knowledge
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Ecosystem concepts
Data Collection I-Extraction Enrichment Discovery Assessment Forecasting EW / EA
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Innovation Focus: Expert centered

Capabilities and techniques
• “Expert in the loop” automation

• Expert knowledge injection: Hybrid Machine Learning (Knowledge constrained)

‐ Minimal data, lots of knowledge

• Use case driven information extraction

Innovative examples in COPKIT:
• “Analyst-in-the-loop” dark-web collection tool

• Knowledge- specialized information extraction   

• Knowledge representation and management

• Knowledge constrained assessment and forecasting

• Sharing with adaptive security and privacy

AI/ML

Insights

Analysts Domain
Knowledge
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Innovation (details)

Analyst-in-the-
loop
• Dark-web data

collection tool (Human-
Simulated Harvesting)

• Web Scraping

• Knowledge Base

Use-case driven
information 
extraction
• Natural Language 

Processing

• Focus on domain-specific
use cases

• Objects, Relationships, 
relevant events

Knowledge 
constrained
Assessment and 
Forecasting
• Statistical Models for 

Prediction and threat 
assessment (Crime, Use of 
Weapons, etc.) 

Sharing with
adaptive security
and privacy
• fine grained distributed 

data services

• Role-based data access 
privileges

• Anonymisation services
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Analyst in the loop

Analyst-in-the-
loop
•Dark-web data collection tool
(Human-Simulated
Harvesting)

•Knowledge Base

•Web Scraping (Transforming
semi-structured Information)

•Knowledge Base

Use-case driven
information 
extraction
• Natural Language 

Processing

• Focus on domain-specific
use cases

• Objects, Relationships, 
relevant events

Knowledge 
constrained
Assessment and 
Forecasting
• Statistical Models for

Prediction (Crime, Use of
Weapons, etc.) 

Sharing with
adaptive security
and privacy
• fine grained distributed 

data services

• Role-based data access 
privileges

• Anonymisation services
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Web scraping

Analyst-in-the-loop

• Dark-web data collection
tool (Human-Simulated
Harvesting)

• Web Scraping

• Knowledge Base
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COPWIK Knowledge base

Analyst-in-the-loop

• Dark-web data collection tool
(Human-Simulated Harvesting)

• Web Scraping

• Knowledge Base

COPWIK

Vocabulary,
specialized taxonomy, 

knowledge models
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Information Extraction

Analyst-in-the-
loop
• Dark-web data collection

tool (Human-Simulated
Harvesting)

• Web Scraping

• Knowledge Base

Use-case driven
information 
extraction
• Natural Language 

Processing

• Focus on domain-specific
use cases

• Objects, Relationships, 
relevant events

Knowledge 
constrained
Assessment and 
Forecasting
• Statistical Models for

Prediction (Crime, Use 
of Weapons, etc.) 

Sharing with
adaptive security
and privacy
• fine grained distributed 

data services

• Role-based data access 
privileges

• Anonymisation services
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NLP Information Extraction

Use-case driven
information extraction

• Natural Language Processing

• Focus on domain-specific
use cases

• Objects, Relationships, 
relevant events
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Associations discovery

Use-case driven
information extraction

• Natural Language Processing

• Focus on domain-specific use
cases

• Objects, Relationships, relevant 
events
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Assessment and forecasting

Analyst-in-the-
loop

• Dark-web data
collection tool
(Human-Simulated
Harvesting)

• Web Scraping

• Knowledge Base

Use-case driven
information 
extraction
• Natural Language 

Processing

• Focus on domain-specific
use cases

• Objects, Relationships, 
relevant events

Knowledge 
constrained
Assessment and 
Forecasting
• Statistical Models for

Prediction (Crime, Use of
Weapons, etc.) 

Sharing with
adaptive security
and privacy
• fine grained distributed 

data services

• Role-based data access 
privileges

• Anonymisation services
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Situation assesment & Threat estimation

Context enabled Situation 
and Threat assesment

• Statistical Models for information 
fusion and threat assessment

• Technologies: probabilistic 
graphical networks, bayesian 
learning, unsupervised learning

Machine 
Learning

Qualitative Knowledge
• Influential context  
• (Observation) 

uncertainties
• Leverage knowledge 

base 

+
Hybrid 

Machine 
Learning

Understanding 
of MO and 

drivers? 
few cases?

=
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Forecasting low volumes

Knowledge constrained 
Forecasting

• Statistical Models for Prediction 
(Crime, Use of Weapons, etc.)

• Technologies: Hierarchical models, 
Conditial Auto Regressive models, 
Bayesian learning of parameters 

Machine 
Learning

Qualitative Knowledge
• Influent covariates 
• (Reporting) bias
• Spatial effect

+
Hybrid 

Machine 
Learning

Low 
Volume? =
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Adaptive security and privacy

Analyst-in-the-
loop
• Dark-web data collection

tool (Human-Simulated
Harvesting)

• Web Scraping

• Knowledge Base

Use-case driven
information 
extraction
• Natural Language 

Processing

• Focus on domain-specific
use cases

• Objects, Relationships, 
relevant events

Knowledge 
constrained
Assessment and 
Forecasting
• Statistical Models for

Prediction (Crime, Use 
of Weapons, etc.) 

Sharing with
adaptive security
and privacy
• fine grained distributed 

data services

• Role-based data access 
privileges

• Anonymisation services
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Adaptive security and privacy

Sharing with adaptive 
security and privacy

• fine grained distributed data 
services

• Role-based data access 
privileges

• Anonymisation services

Org. D

Org. COrg. B

Org. A

Claire

Dave

Edith

Firearms DB

Med High

IntelDB

High

Alice

Bob

COPWIK

EuroStats

Low

Dark Net Ads

Low Med High

Transcrime

Low

Small Arms 
Survey

Low



2019 11 05 – i-LEAD Industry days
This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 786687

The Consortium

Leading the End user and Stakeholder
advisory board
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QUESTIONS?
Contacts:

• www.copkit.eu
• Coordinator: Raquel Pastor, ISDEFE 
rpastor@isdefe.es
• Technical coordinator:  Franck Mignet, Thales Netherlands
franck.mignet@nl.thalesgroup.com

http://www.copkit.eu/
mailto:rpastor@isdefe.es
mailto:franck.mignet@nl.thalesgroup.com
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Components: Collection and structuring

Darknet
Scraping

COPWIK
Knowledgebase

Relationship 
Extraction

Named Entity 
Recognition

Structured data 
repository
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Internal sources
(intel&Criminal) 

(Simulated)

Components: analysis

COPWIK
Knowledgebase

Structured data 
repository

Association 
Discovery

Graph Exploration

Path Shape

Characteristics 

Estimation

Other External 
Sources

Forecasting

Situation Recognition

Knowledge /few data Large data
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Flow for Spatial temporal

Darknet Scraping
Relationship 

Extraction

Named Entity Recognition

Structured data repository

COPWIK
Knowledgebase
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Other External Sources

TNL CASTF Forecasting

Knowledge /few data



2019 11 05 – i-LEAD Industry days
This project has received funding from the European Union’s Horizon 2020 
research and innovation programme under grant agreement No 786687

Flow for Situation Assessment

Darknet Scraping
Relationship 

Extraction

Named Entity Recognition

Structured data repository

COPWIK
Knowledgebase
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Thank you !

R. Pastor, ISDEFE - COPKIT Project Coordinator - rpastor@Isdefe.es

F. Mignet, THALES Nederland - COPKIT Technical Coordinator - franck.mignet@nl.thalesgroup.com

SIRIUS Conference, 24 October 2019, The Hague (The Netherlands)


