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Gap: between analysis levels C 'fzﬂ PKIT
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Objective 1: Using EW/EA methodology CYONPKIT
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Objective 2: Toolkit for EW/EA C 'fzﬂ PKIT
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Focus: Techniques enabling injection of knowledge
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Objective 3&4: Usability & Transfer C 'fiﬂ PKIT
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Innovation Focus: Expert & Knowledge centeredC W PKIT

Capabilities and techniques

 “Expertin the loop” automation
* Expert knowledge injection: Hybrid Machine Learning (Knowledge constrained)

- Minimal data, lots of knowledge A
8 Analists . Domain
TS

Knowledge ﬁ

Al/ML

Innovative use in COPKIT:

e “Analyst-in-the-loop” dark-web collection tool

* Knowledge- specialized information extraction

* Knowledge representation and management ,
Insights

 Knowledge constrained assessment and forecasting
* Sharing with adaptive security and privacy
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Ecosystem concepts CPKIT
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Innovation Focus: Expert centered C 'fiﬂ PKIT
Capabilities and techniques

 “Expertin the loop” automation

* Expert knowledge injection: Hybrid Machine Learning (Knowledge constrained)
- Minimal data, lots of knowledge A
* Use case driven information extraction Analysts Domain

.‘.. Knowledge ﬁ
X

AI/ML
\ Insights /
* Sharing with adaptive security and privacy
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Innovative examples in COPKIT:

“Analyst-in-the-loop” dark-web collection tool

Knowledge- specialized information extraction

Knowledge representation and management

Knowledge constrained assessment and forecasting




Innovation (details)

CNPKIT
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e Web Scraping
e Knowledge Base
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e Natural Language
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Analyst in the loop

CRONPKIT
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Web scraping CYPKIT
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COPWIK Knowledge base C '{35 PKIT
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Information Extraction

CNPKIT

Analyst-in-the-
loop

¢ Dark-web data collection
tool (Human-Simulated
Harvesting)

¢ Web Scraping
¢ Knowledge Base

Use-case driven
information

extraction

e Natural Language
Processing

® Focus on domain-specific
use cases

¢ Objects, Relationships,
relevant events

- Knowledge

constrained
Assessment and
Forecasting

e Statistical Models for
Prediction (Crime, Use
of Weapons, etc.)

6, ®
O

&%= Sharing with

" adaptive security
and privacy

e fine grained distributed
data services

¢ Role-based data access
privileges
¢ Anonymisation services

- This project has received funding from the European Union’s Horizon 2020

research and innovation programme under grant agreement No 786687

2019 11 05 —i-LEAD Industry days



NLP Information Extraction

CPKIT
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Associations discovery CRONPKIT
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Assessment and forecasting

CRONPKIT
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Situation assesment & Threat estimation C rf; PKIT
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Forecasting low volumes CY'PKIT
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Adaptive security and privacy C 'flﬁ PKIT

YSTAL Top Quality { PROMO ) ﬁ r ﬁ
Member Typ ?

) magicbiue (100%)
 Sefter Level 1 (134) Origin Coun
Germany

hasamePar \ \
\ \ -

| . s Ve - ]

Verified Seller : €3 / ShipTo - Ge | D NN O\ a @ @
Trusted Seller : (3 - g b \ ™ 4

o Germany , W Q-E« "hw@ \ " N \\

Positive Feedback : manutacfuredBy | ] .

S World Wide manutietyredsy ) i

(100%) -_— -~ F 4 -~

X . Payment : E O SN N ) \

Member since : Sep D ) \ \

15. 2019 Product clas » P f o \

Last Login : Oct 16 Physical Pac - - \ = o \/( \/ W\ \\\
2019 Ouantity * 1

Analyst-in-the- ... Use-case driven . Knowledge @€ Sharing with
loop = information constrained | adaptive security
| Dark-web data collection \__ extraction Assessment and and privacy
tool (Human-Simulated . Forecastin : : —
orvesing TR ; i grained disributed
¢ Web Scraping oF d - ifi e Statistical Models for
* Knowledge Base uggucifgs omalf-spectic Prediction (Crime, Use * Role-based data access

of Weapons, etc.) privileges

* Objects, Relationships, e Anonymisation services

relevant events

- This project has received funding from the European Union’s Horizon 2020 2019 1 1 05 _ i_ LEAD | n d ust ry d ays

research and innovation programme under grant agreement No 786687




Sharing with adaptive
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The Consortium C '-.@ﬁ PKIT
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CNPKIT

QUESTIONS?
4 2N

www.copkit.eu

rpastor@isdefe.es

franck.mignet@nl.thalesgroup.com
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Components: Collection and structuring C'fzﬂ PKIT
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Components: analysis CRONPKIT
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Flow for Spatial temporal C 'fzﬂ PKIT
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Flow for Situation Assessment C 'fzﬂ PKIT
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CNPKIT

Thank you !

R. Pastor, ISDEFE - COPKIT Project Coordinator - rpastor@|sdefe.es
F. Mignet, THALES Nederland - COPKIT Technical Coordinator - franck.mignet@nl.thalesgroup.com
SIRIUS Conference, 24 October 2019, The Hague (The Netherlands)
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