CYBERSEC

LIMITED AVAILABILITY - REGISTER NOW!
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Facilitating strategic cross- Addressing the evolving dimen- Providing structured support in Exploring the various roles of the ﬁ
stakeholder co-operation, the sions of cyberconflicts in Europe, the process of identifying chal- private sector in crafting regula- >
development and implemen- the role of NATO and the need lenges and opportunities for both tory frameworks and developing <
tation of the most important for comprehensive military co- the ICT sector and the global in- mature cybersecurity markets. n
public policies for digitisation operation. formation society and contribut-
and cybersecurity. ing to cybersecurity innovations.
ICT HYBRID STRATEGIC NATO
DEPENDENCY THREATS ISSUES CYBERDEFENCE
The key aspects of social, eco- Incidents in cyberspace are an Intense geopolitical tensions, | The strategic approaches to per-
nomic and military interactions everyday occurrence. Many extensive usage of ICT systems sonal data security, privacy and Q
are being increasingly transferred of them have important con- by terrorist organisations and cyberspace sovereignty among w
to cyberspace. This increasing sequences in “the real world”. more frequent and serious- the partners of the transatlan- g %
dependence on ICT necessitates Cyberattacks on critical infra- in-consequences attacks on tic alliance have been develop- wn <
the development of a cyberse- structure threaten the security | critical infrastructure create ing along increasingly divergent Fnj
curity system that involves all | of states and millions of citizens. | the need for Europe to build | paths. CYBERSEC will address ~
stakeholders and puts cyberse- | The private sector bears huge | acomprehensive cybersecurity | the vital cybersecurity issues
curity educationin the centreof | economic losses, geopolitical | system. which were discussed during the
the debate. tensions continue to rise at an 2016 NATO Summit in Warsaw.
alarming pace.

EUROPEAN
CYBERSECURITY FORUM

FEATURED SPEAKERS:

The 2nd Annual Public Policy Conference
dedicated to strategic aspects of cybersecurity

26-27 SEPTEMBER 2016 - KRAKOW, POLAND
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BOGDAN SWIECZKOWSKI

ANNA STREZYNSKA MELISSA HATHAWAY LUIGI REBUFFI DEAN VALORE
National Prosecutor, First
Deputy to the Prosecutor

General - Poland

Former advisor to Bush
and Obama administration
- USA

Minister of Digital
Affairs - Poland

Former Assistant U.S. Attorney for
the Department of Justice, Member
of the Strike Force Unit, prosecuting

international organized crime and
cybercrime investigations - USA

Secretary General, European
Cyber Security Organisation
(ECSO) - Belgium

THINKING STRATEGICALLY ABOUT CYBERSECURITY




BREAKOUT
SESSIONS

CYBERSEC 2016

FEES

Z:
=
=
=
=
=
=

STATE
STREAM

CO-OPERATION IN
THE CEE TOWARDS
SUB-REGIONAL
CYBERSECURITY
- DEVELOPING
CONFIDENCE BUILDING
MEASURES

= Disseminate the concept of CBMs
for cyberspace

= |dentify and promote measures
that could complement interna-
tional/regional CBM processes
from the perspective of the CEE
region and for the benefit of the
countries from the region

= |dentify additional instruments
for the CEE region designed
to enhance co-operation and
transparency in the field of cy-
bersecurity on the national and
sub-regional levelthe opportu-
nities arising from a structured,
common position

NIS DIRECTIVE - HOW TO
IMPLEMENT THE FIRST
EU LEGISLATION ON
CYBERSECURITY?

= |dentify the main challenges of
NIS Directive implementation

= Develop recommendations for
NIS Directive with reference to
implementation roadmap

= Harmonise Member States strat-
egies and actions in the field of
cybersecurity

MILITARY
STREAM

NATO CYBERDEFENCE
POLICY AFTER THE
WARSAW SUMMIT

= Discuss and promote the con-
clusions of the NATO Warsaw
Summit

= Explore the untapped opportuni-
ties for the enhanced NATO-EU
cyber co-operation

= |dentify the next steps for NATO's
cyberdefence policies

FIGHTING TERRORISTS
WITH TARGETED
CYBERTOOLS

= Analyse different strategies for
utilising cyberspace for achieving
planned goals

= |dentify and discuss the various
activities conducted in cyber-
space to fight terrorist groups
(with a special focus on cyber
intelligence activities)

= Discuss the possible controver-
sies related to cyber operations
aimed against terrorists

COMMERCIAL SECTOR S;2$ ?QRZD
EARLY RATE If paid until August 1st 270 EUR
STANDARD If paid until September 15th 456 EUR
LATE RATE If paid after September 15th 642 EUR

ACADEMICS, NGO MEMBERS*

GOVERNMENT, MILITARY*

ICT SMEs/START-UPS FROM MALOPOLSKA

D

FUTURE
STREAM

PREPARING THE
WORKFORCE FOR THE
UPCOMING CYBER
CHALLENGES

= |dentify specific areas of expertise
where cyber specialists are most
in demand

Create strategies for education
and training (the human resources
gap).

Identify the role of states, the
EU, NATO, the private sector and
academia

CYBERSECURITY
INNOVATIONS
- FOSTERING
DEVELOPMENT
AND CO-OPERATION

Explore the best practices in
building multi-stakeholder com-
munities where the most crea-
tive ideas and the most innovative
R&D projects are given emphasis

|dentify the factors that boost
innovation in the field of cyber-
security

Enhance co-operation and net-
working opportunities between
various cyber communities

PREMIUM STANDARD
DAY 1 & 2 DAY 1
512 EUR 186 EUR
698 EUR 326 EUR
884 EUR 419 EUR

BUSINESS
STREAM

CYBERSECURITY OF
INDUSTRIAL CONTROL
SYSTEMS

= Understand the importance of
industrial control systems (ICSs)
and specific conditions that im-
pact cybersecurity

= |dentify the main cyberthreats to
the security of ICSs

= Develop security recommenda-
tions for ICS (in different sectors)

GLOBAL, REGIONAL
AND NATIONAL PUBLIC-
PRIVATE CO-OPERATION

- SUCCESS STORIES

= |dentify the common denomina-
tors of successful private-public
initiative

Explore the various strategies
aimed at bringing together both
the public and the private sec-
tor in the process of designing
cybersecurity eco-systems and
jointly responding to cyberthreats

= Promote valuable initiatives and
enhance co-operation between
stakeholders

PREMIUM STANDARD
DAY 1 DAY 2
428 EUR 186 EUR
567 EUR 326 EUR
660 EUR 419 EUR

10% OF REGULAR CONFERENCE FEE

FREE OF CONFERENCE FEE
FREE OF CONFERENCE FEE

*The representatives of the above categories are allowed to choose STANDARD package only.

For more information see the registration website:

HTTP://CYBERSECFORUM.EU/

JOIN US u @CYBERSECEU n /CYBERSECEU
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DAY ONE | 26 SEPTEMBER 2016

08:00-9:00
REGISTRATION AND WELCOMING COFFEE

09:00-10:50
OPENING OF THE CONFERENCE

10:50-12:00
KEYNOTE PRESENTATIONS WITHIN CYBERSEC
THEMATIC STREAMS

12:00-13:00 Networking Lunch

13:00-14:00 13:00-14:30
PLENARY BREAKOUT SESSIONS I *
EVENTS STATE STREAM

“Multi-Stakeholder Co-Operation in the CEE Towards
Regional Cybersecurity”

MILITARY STREAM
“NATO Cyber Defence Policy after the Warsaw
Summit”

FUTURE STREAM
“Preparing the Workforce for the Upcoming Cyber
Challenges”

BUSINESS STREAM

“Cybersecurity of Industrial Control Systems”

14:30-15:00 Networking Coffee Break

15:00-16:30 15:00-16:30
PLENARY BREAKOUT SESSIONS Il *
EVENTS

STATE STREAM
“NIS Directive - How to Implement the First EU
Legislation on Cybersecurity?”

MILITARY STREAM
“Fighting Terrorists with Targeted Cyber-Tools”

FUTURE STREAM
“Cybersecurity Innovations - Fostering Development
and Co-Operation”

BUSINESS STREAM
“Global, Regional and National Public-Private Co-
Operation - Success Stories”

16:30-16:45 Networking Coffee Break

16:45-18:45
SPECIAL SESSION - COMBATING CYBERCRIME

20:00 Gala Reception *

*PREMIUM or by invitation only

= CEOs, ClOs, CSOs,

= CISOs, CTOs, CROs

= |T/Security Vice Presidents,
Directors, Managers

= Governance, Audit, Risk,
Compliance Managers &
Consultants

= Law Enforcement & Intel-
ligence Officers

= Military & MoD Officials

= |nternational Organisations
Representatives.

= Government and Regula-
tory Affairs Directors
& Managers

= National and Local
Government Officials

= Legal Professionals

FROM THE FOLLOWING SECTORS

= |CT = Defence & Security = Data Privacy
= Power Generation = Finance & insurance = Cybersecurity
& Distribution = Chemical Industries = Manufacturing &

= Automotive
= Pharmaceutical

= Transportation
= Critical Infrastructure

= Mining & Petroleum
= Public Utilities

DAY TWO | 27 SEPTEMBER 2016

09:00-10:00
THE “RZECZPOSPOLITA” DEBATE - DIGITAL POLAND

10:00-10:15
INTRODUCTION TO DISCUSSION PANELS

10:15-11:45

DISCUSSION PANEL - STATE STREAM

Presentation of solutions and propositions developed
during the Breakout Sessions in State Stream & Discussion

11:45-13:15
DISCUSSION PANEL - MILITARY STREAM

Presentation of solutions and propositions developed
during the Breakout Sessions in Military Stream & Discussion

13:15-14:30 Networking Coffee Break

14:30-15:00

DISCUSSION PANEL - FUTURE STREAM
Presentation of solutions and propositions developed
during the Breakout Sessions in Future Stream & Discussion

15:00-16:30 Networking Lunch
16:30-18: 00
DISCUSSION PANEL - BUSINESS STREAM

Presentation of solutions and propositions developed
during the Breakout Sessions in Business Stream & Discussion

18:00 - 18:30
CONCLUSIONS AND CLOSING REMARKS

18:30 Farewell glass of wine

BREAKOUT SESSIONS in English only
For program updates see www.cybersecforum.eu

REGISTER

NOW!

cybersec2016.conrego.pl

Develop greater knowledge of cybersecurity
policies and take part in the opportunity to shape
its future.

Networking opportunities with lasting benefit
of growing business relationships.

Gain access to all cybersecurity stakeholders in
one place: government (national and EU), military,
defence industry, critical infrastructure operators,
banks and financial institutions as well as the big-
gest IT companies and cybersecurity providers.

SAVE THE DATE - 26-27 SEPTEMBER 2016
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CYBRSEC 2015

CYBRSEC 2015

CYBERSEC 2015

SUMMARY

IN MEDIA

IN SOCIAL MEDIA

@1 < 4 - 4

Emerging Public Thematic Discussion
Policy Challenge Streams Panels

ihi 8 B 13 2220

evaluated the conference

Breakout Months of Preparations Hours of Networking as very good or excellent
Sessions Opportunities
forge new professional contacts

2 >80 & >400 27130

People from Participants Speakers
the CYBERSEC's Team representing 20 countries
from Europe and U.S.

N o0 CYBERSEC participants
&\ > 4 5 - > 60 evaluated the organizational
aspect of the conference
as very good or excellent

Accredited Journalists Interviews
for CYBERSEC TV

CYBERSEC AMONG THE “TOP 5 CYBERSECURITY CONFERENCES IN EUROPE”

CCC Congress

CYBERSEC

EUROPEAN
CYBERSECURITY FORUM

InfoSecurity Europe
CYBERSEC was described as leading

Cyber Security Summit  \ cybersecurity 'meet-up' and one of the
= better cyber conferences to attend in
SC Congress London Europe
“b \ *according to prestigious Concise Courses ranking
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1. Rejon Wsparcia Teleinformatycznego Sit Powietrznych
Aalto University

Agencja Restrukturyzacji i Modernizacji Rolnictwa
Agencja Wywiadu

Akademia Goérniczo-Hutnicza w Krakowie
Akademia Obrony Narodowej

AmCham Poland

Argentine Army

Association for International Affairs
Atlantic Council

Austrian Institute for International Affairs
BAE Systems Poland Sp. z o0.0.

BalaBit

Bank Gospodarstwa Krajowego

Bank Zachodni WBK S.A.

BEREC

Biuro Bezpieczenstwa Narodowego
Biuro Rzecznika Praw Obywatelskich

BT Poland Sp. z 0.0.

CEC Government Relations

Center for Data Innovation

Centralne Biuro Antykorupcyjne
Centralne Biuro Sledcze Policji

Centralny Osrodek Informatyki

Centrum Nauki Kopernik

Centrum Operacji Ladowych

Centrum Wsparcia Teleinformatycznego Sit Powietrznych
CERT.GOV.PL

Cisco Systems

Corvinus University of Budapest
CSIRT.SK

Czech Republic National Security Authority
Danish Delegation to NATO

DG Connect

Donoria S.A.

Dublin City University

Embassy of Canada in Poland

Embassy of Estonia in Poland

Embassy of France in Poland

Embassy of Germany in Poland

Embassy of the Slovak Republic in Poland
Embassy of UK in Poland

Embassy of Ukraine in Poland

Enamor International Sp. z o0.0.

ENISA

EU Project Sociotal

European Cyber Security Initiative
European Defence Agency

European Economic and Social Committee
European External Action Service
EXATEL S.A.

EY

Fidelis Cybersecurity

Finabel - European Land Forces Interoperability Center
Firekye

Fortinet

French Institute of International Relations
Fundacja Mtoda Rzeczpospolita

Global Forum on Cyber Expertise

Global Partners Digital

Gtéwny Inspektorat Sanitarny

Grupo S21sec Gestion, S.A.

Hague Centre for Strategic Studies
Health & Lifesciences Unit UKTI Warsaw
HSBC Service Delivery

I3TO

ICANN

IHS Jane's Defence Weekly

Infovide Matrix

Instytut mikroMAKRO

Instytut Pamieci Narodowej

Instytut Technologii Elektronowej
ITTISp. zo.0.

Japan Embassy Representative to NATO
Jednostka Wojskowa Komandosow
Jednostka Wojskowa Nr 4658 w Krakowie-Balicach
Kapsch Telematic Services Sp. z 0.0.

KGHM Polska Miedz S.A.

Komenda Gtoéwna Policji

Komenda Wojewoddzka Policji w Bydgoszczy
Komenda Wojewddzka Policji w Kielcach

Komenda Wojewddzka Policji w Krakowie
Komenda Wojewoddzka Policji we Wroctawiu
Komisja Europejska

Matopolski Urzad Wojewoddzki w Krakowie

Matic Sp. z o.0.

Max-Planck Institute for Foreign and International Criminal
Law

Microsoft

Miejskie Przedsiebiorstwo Wodociggéow i Kanalizacji S.A.
Ministerstwo Administracji i Cyfryzacji RP
Ministerstwo Bezpieczenstwa i Sprawiedliwosci Holandii
Ministerstwo Gospodarki RP

Ministerstwo Obrony Narodowej Holandii
Ministerstwo Obrony Narodowej RP

Ministerstwo Spraw Wewnetrznych RP
Ministerstwo Spraw Zagranicznych Francji
Ministerstwo Spraw Zagranicznych Niemiec
Ministerstwo Spraw Zagranicznych RP

MOCAK Muzuem Sztuki Wspotczesnej w Krakowie
Najwyzsza Izba Kontroli

Narodowe Archiwum Cyfrowe

Narodowe Centrum Studiow Strategicznych
Narodowy Instytut Muzealnictwa i Ochrony Zbiorow
NATO

New America

Niebezpiecznik.pl

OSCE

Panoptykon

PayTel S.A.

Pern “Przyjazn” Sp. z o.0.

PGE Polska Grupa Energetyczna S.A.

PGZ Polska Grupa Zbrojeniowa S.A.

PKN ORLEN S.A.

PKO Bank Polski S.A.

Politechnika Krakowska im. Tadeusza Kosciuszki
POLITICO

Polska Izba Informatyki i Telekomunikacji

Polska Platforma Bezpieczenstwa Wewnetrznego
Polskie Koleje Panstwowe S.A.

PwC Polska

Resortowe Centrum Zarzadzania Sieciami i Ustugami
Teleinformatycznymi

Royal Higher Institute for Defence

Sity Zbrojne RP

Stuzba Kontrwywiadu Wojskowego

Stuzba Wiezienna

Startup Hub Poland Foundation

Stiftung Neue Verantwortung

Taras Shevchenko National University of Kyiv

The German Marshall Fund of the United States
University of Zurich

Uniwersytet Ekonomiczny w Poznaniu

Uniwersytet Jagiellonski

Uniwersytet Kardynata Stefana Wyszynskiego w Warszawie
Uniwersytet Mikotaja Kopernika w Toruniu
Uniwersytet Opolski

UN Secretary General Initiative Global Compact Poland
Urzad Komunikacji Elektronicznej

Urzad Kontroli Skarbowej w Krakowie

Urzad Marszatkowski Wojewddztwa Matopolskiego
Urzad Miasta Katowice

Urzad Miasta Krakowa

Urzad Miasta Stotecznego Warszawy

U.S. Commercial Service

U.S. Consulate General in Krakéw

Vector Synergy Sp. z 0.0.

V.N. Karazin Kharkiv National University

WKB Wiercinski Kwiecinski Baehr

Wojskowa Komenda Uzupetnien

Wojskowy Instytut acznosci

Wyzsza Szkota Policji w Szczytnie

Wyzsza Szkota Prawa i Administracji w Rzeszowie
Zaktad Ubezpieczen Spotecznych
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HONORARY PATRONS

Ministry NATIONAL

- of Digital Affairs \ BOREAU
MINISTRY 5 MINISTRY

OF ECONOMIC " OF INFRASTRUCTURE

Republic of Poland DEVELOPMENT AND CONSTRUCTION

Minister
of Foreign Affairs

r Ministerstwo
. I V Skarbu
‘ of Finance Paristwa
vy
P

Politechnika Krakowska
im. Tadeusza Kosciuszki

STRATEGIC PARTNERS

X PGZ Deloitte.

@
T IIr
“ CISCO.
Bank Polski

MAIN PARTNERS

A EXATEL
\—

?aP/e ée‘\imc/ -‘ec.‘wwc/cﬁy

COMARCH

PARTNERS

& PGNiG

. 25 YEARS

&
X o

(ORLEN

£

—

"ICANN

WARSAW STOCK EXCHANGE

MORE PARTNERS TO COME

Minister
of the Interior
and Administration

Ministry of Science
and Higher Education

Republic of Poland

N\

PROKURATURA KRAIOWA

== Microsoft

YATAURON

THALES

CONTENT PARTNERS

% Global Compact

@
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N\ !21/} Network Poland

UN g,
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FEATURED SPEAKERS:

o

GENERAL EPHRAIM LAPID GENERAL YAIR COHEN DIANA L. BURLEY

Lecturer, Former Senior
Intelligence Officer, Bar-llan
University; Israel Defense
Forces - Izrael

Former Head of Unit 8200,
CEO of PeriTech for Invest-
ment and Technology in Cyber
Security - Israel

Executive Director and Chair,
the Institute for Informa-
tion Infrastructure Protec-
tion; Professor of Human &
Organizational Learning, The
George Washington Univer-
sity; Co-chair, Association for
Computing Machinery Joint
Task Force on Cybersecurity
Education - USA

SAVE THE DATE - 26-27 SEPTEMBER 2016
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KARSTEN GEIER

The Head of the Cyber Policy
Coordination Staff'in Ger-
many'’s Federal Foreign Office
- Germany




FEATURED SPEAKERS:

'J

VINCENT AVOINE

Adviser Ministry Delegation

for the Fight Against Cyber-

threats, Ministry of Interior
- France

JANUSZ FILIPIAK

Founder, CEO, and President
of the Management Board
of Comarch SA - Poland

\2

DAVE PISCITELLO

Vice President, Security
and ICT Coordination, ICANN
- USA

PREETAM MALOOR

Strategy and Policy Advisor
and the Head (interim) of the
Corporate Strategy Division
of the ITU General Secretariat
- India

TRINA ZWICKER

Chief of International Cyber
Engagements for the Joint
Cyber Center, United States
European Command - USA

KAMIL WYSZKOWSKI

National Representative of UN
Secretary General Initiative
Global Compact - Poland

i
r

GERHARD JANDL

Security Policy Director, Min-

istry of Foreign Affairs
- Austria

JOHN DAVIES

Co-founder and Chair, South
Wales Cyber Security Cluster
- UK

HANS-WILHELM DUNN

General Secretary
of the Cyber-Security Council
- Germany

ALASTAIR TEARE

CEO, Deloitte Central Europe

KADRI KASKA

Legal and Policy Researcher,
NATO Cooperative Cyber
Defence Centre of Excellence
- Estonia

KENNETH GEERS

NATO NATO Cooperative
Cyber Defence Centre
of Excellence Ambassador
- USA

DAVID VAN DUREN
Head of the Global Forum

on Cyber Expertise Secretariat
- Netherlands

BEN HILLER

Cyber Security Officer, OSCE
- Austria

ALEKSANDER V. POTII

Professor, Kharkiv Aerospace
University; Deputy Chief
Designer JSC Institute of
Information Technology,

V. N. Karazin Kharkiv National

University - Ukraine

HELENA RAUD

Former National Cybersecurity
Co-ordinator - Estonia

PHILIP LARK

Director, Program on Cyber
Security Studies, George
C. Marshall Center European
Center for Security Studies
- USA

A

KRZYSZTOF PATUREJ

Ambassador; President of the
Board of the International
Centre for Chemical Safety
and Security- Poland

THINKING STRATEGICALLY ABOUT CYBERSECURITY

HANNES KRAUSE

Lead analyst, Estonian Infor-
mation System Authority,
Cyber Security Branch
- Estonia

EDUARDO CALIXTO

Reliability and Safety Expert
Consulant, BQR Reliability
Engineering Ltd - Israel and
Senior Advisor for ICCSS -

Poland



